MpunoxeHne Ne 2

UHdopmMmaumoHHaa namMaTKa gnsa ody4varwowmxca ons
pa3melleHus Ha opmumanbHbIX MHTEpHeT-pecypcax

C KaxkablM rogoM MOJSIOAEXM B MHTEPHETE CTAHOBUTLCS OONbLUE, a LLUKOMbHUKW OAHN 13
cambIX aKTMBHbIX Nonb3oBartenen PyHeTa. Mexay TeM, NOMMMO OrPOMHOrO KOnnMyecTea
BO3MOXXHOCTEWN, UHTEPHET HeceT 1 Npobnembl. ATa NnamATKa AoMmkKHa NoOMoYb Tebe
©e3onacHO HaxoaUTLCA B CETMW.

KOMI'IbPOTeprIe BMPYCbI

KoMnblOTEpPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamMmm,
OTNNYUTENBHON OCODEHHOCTBIO KOTOPOW SIBMSIETCS CNOCOBHOCTL K pa3MHOXeHUI0. B
AOMNOJSTHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOSHOCTLI YHUYTOXUTb BCE
dannbl U gaHHble, NOAKOHTPOSbHbIE NOMb30BaATESD, OT MMEHU KOTOPOro Obina
3anyLieHa 3apaxeHHasi nporpamMmma, a Takke NoBpeauTb UK Aaxe YHUYTOXUTb
onepaumoHHY0 CUCTEMY CO BceMn hannamm B Lenom. B 6onblunHCTBE crnyyaes
pacnpoCTPaHSATCA BUPYCbl YEpPe3 NHTEPHET.

MeToabl 3aWnTbl OT BPEOOHOCHbLIX NMporpamMm:

1. Ncnonb3yii coBpeMeHHble onepaLnoHHbIE CUCTEMbI, UMEILLNE CepbE3HbIN YPOBEHb
3alLUMTbl OT BPEAOHOCHLIX NPOrpamMm;

2. [MocTosAHHO ycTaHaBnmBanm nadTt (LmMdpoBble 3annaTku, KOTOPble aBTOMaTUYECKN
yCTaHaBNMBaloTCs C Lenbio 4opabTkn nporpaMmmbl) 1 apyrme obHOBEHUSI CBOEN
onepaumoHHon cuctemMbl. CkaunBam nx TONbKO C ohuumanbHOro canta paspaboTtymka
OC. Ecnu cyliecTByeT pexum aBToMaTUYECKOro 0OHOBEHUS, BKIOYN €r0;

3. PaboTan Ha cBOeEM KOMMbIOTEPE NO4 NpaBamMun Nonb3oBaTens, a He
agMunHUCTpaTopa. ATO He NO3BONUT BOMNbLUNMHCTBY BPEOOHOCHbLIX NPOrpamm
WMHCTanMpoBaTbCA Ha TBOEM MEPCOHAaNbHOM KOMMbIOTEPE;

4. V\cnonb3yn aHTUBUPYCHbIE NPOrpaMMHbI€ NPOAYKTbI U3BECTHLIX NPON3BOAUTESNEN, C
aBTOMaTU4eckum obHoBneHnem 6as;

5. OrpaHunyb hmanyeckmnin JOCTYN K KOMNbIOTEPY ANS NOCTOPOHHUX N,

6. Mlcnonb3yn BHELLUHWE HOCUTENU MHOopMaLNK, TakMe Kak doneLuka, Auck nnun dann na
WHTEpHETA, TONbKO M3 NPOEPEHHbBIX NCTOYHUKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE halnnbl, NOMyYeHHble N3 HEHaOEXHbBIX MICTOYHMKOB.
[axe Te channel, KOTOpble Npucnan TBOW 3HaKOMbIW. Jlydlle yTOYHU Yy Hero, oTnpaBnsan
nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepegayn gaHHbIX, HE TEXHOMNOMS, a BCEro nNuilb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackas komnanus 3apermctpuposana 6peng « WECAy, uto
o6o3Hayvano crnosoco4yeTaHne «Wireless Fidelity», kKoTopbIi nepeBoanTcs Kak
«becnpoBogHas TOYHOCTbY.

[o Hawero BpemeHu gowna gpyras abbpesunartypa, Kotopasi ABNAETCA TakOW Xe
TexHonornen. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHMe ObINO 4aHO C HAMEKOM Ha
CTaHgapT BbICLLMK 3BYKOBOM TexHUKM Hi-Fi, 4To B nepeBoge 03HavyaeT «BbiCOKas
TOYHOCTb».



[a, 6ecnnaTtHbIi MHTEPHET-AO0CTYN B Kade, OTeNsX U asponopTax SBNAeTcs OTNINYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe 3KcnepTbl CYMTAIOT, YTO
obwepoctynHble Wi-Fi ceTn He siBnsaTCs 6e3onacHbIMU.

CoseTbl No 6e3onacHocTn paboTe B 0b6LwenocTynHbIX ceTax Wi-fi:

1. He nepenaBawn cBoto nuyHyto nHpopmaumo Yyepes obuwenoctynHele Wi-Fi ceTu.
PaboTas B HUX, xenaTesfibHO He BBOAUTb Naposiv A0CTyna, NOMMHbI U Kakne-To HOMepa;

2. Ncnonb3yn 1 06HOBNSAN aHTUBUPYCHbIE NporpamMmbl 1 6BpaHamayep. Tem cambiM Thbl
obesonacuub cebsa OT 3aKkadkm BUpyca Ha TBOE YCTPOUCTBO;

3. MNpu ncnonbsosaHun Wi-Fi oTknoum pyHkumuo «Obwmin goctyn K cbannam u
npuHTepamy. [laHHas yHKUMS 3aKkpbiTa MO yMOSTYaHMIO, OAHAKO HEKOTOPbIE
nosib3oBaTenu akTMBMPYIOT e€ And yaobcTea ncnonb3oBaHnsa B pabote unm yyebe;

4. He ncnonesyn nyonuyHein WI-FI ana nepegayn nuyHbIX gaHHbIX, HAanpumep ans
BbIXO4a B couManbHble CETU UM B 3NIEKTPOHHYIO MOYTY;

5. inonb3yi ToNbKO 3awuwieHHoe coeguHeHnmne Yyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAN MMEHHO «https://»;

6. B MmobunbHOM TenedoHe oTkNoumn dyHkumo «lMogkrtoveHme k Wi-Fi
aBToMaTmnyeckm». He gonyckam aBToMaTM4ECKOro NOAKIIOYEHUST YCTPONCTBA K CETAM
Wi-Fi 6e3 TBO€ro cornacus.

CoumanbHble ceTn

CoumnanbHble CeT aKTUBHO BXOAAT B HaLUy XW3Hb, MHOTME Noan paboTatoT U XUBYT
TaM NOCTOSIHHO, a B Facebook yxxe 3apernctpupoBaH Munnmapa Yenosek, YTo
ABNAETCA OOQHON ceabMOW BCEX XuTenemn nnadeTtbl. MHOrme nonb3oBaTenm He
NOHMMALOT, YTO MHopMaLUs, padMeLLEHHas MU B COLMarnbHbIX CETAX, MOXET ObITb
HangeHa n ncnosfib3oBaHa KemM yrogHo, B TOM 4Yucrne He obda3aTtenbHo ¢ bnarmmm
HaMepEeHUAMM.

OcHoBHble coBeTbl N0 6e30nacHOCTM B coLManbHbIX CETAX:

1. OrpaHuyb cnmucok apy3en. Y Tebs B Apy3bsX HE OOMKHO ObITb CryYanHbIX U
He3HaKoMbIX Noaeun;

2. 3awmuian cBO YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS U APYIYHO NUYHY MHopMaLuto. 3NoyMbILLIEHHUKA MOTYT
ncnonb3oBaTh Aaxke MHGOPMaLUKMO O TOM, Kak Tbl M TBOW pOogUTENN NfiaHMpyeTe
NPOBECTU KaHUKYNbI;

3. 3awumwan ceo penyTauuio - 4EPXM €€ B YNCTOTE U 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOOLI Apyrue nonb3oBaTenM BUAENM, YTO Thl 3arpyxaewsb? Nogyman, npexae
4eM YTOo-TO onybnukoBaTb, HANUCATb N 3arpy3unThb;

4. Ecnu Tbl roBOpULLb C NOAbMU, KOTOPbIX HE 3HAELUb, HE UCMNOSIb3YN CBOE pearibHoe
UMS U OPYTYIO0 JIMYHYIO MHCpOpMaLMK: UMS, MECTO XUTENbCTBA, MeCTO y4ebbl 1 Npoyee;

5. N3beran pasmelyeHns otorpacuin B IHTepHeTe, rae Thl M306paXKeH Ha MECTHOCTH,
No KOTOPOW MOXHO onpeaenuTb TBOE MECTOMNOSOXEHUE;

6. [Npun perncTpaumm B coumanbHOM CeTU HEOBXOAMMO UCMONb30BaTh CrOXHbIE NAPOIN,
cocTtoswme n3 6ykB n umMdp 1M C KONIMYECTBOM 3HAKOB HE MeHee 8;



7. [Ans coumnanbHOM CeTH, NOYTbI U apyrmnx canTtoB He06X0OMMO NCMOMb30BaTb pa3Hble
naponun. Torga ecnu Tebsa B3nomatoT, TO 3ITIOYMbIWNEHHUKN noJtydaT AO0CTYN TOJIbKO K
OQHOMY MECTY, a He BO BCe Cpagy.

3J'IeKTpOHHbIe OEHbIn

ONEeKTPOHHbIE AEHbIM — 3TO OYeHb YO0OHbIN cnocob nnatexemn, ogHaKo CyLWeCcTBYOT
MOLUEHHUKW, KOTOPbIEe XOTAT MNOMNYYUTb 3TU AEHbLIN.

aﬂeKTpOHHble OeHbIrn noaBuJsiINnCb coecem HeaaBHO U UMEHHO U3-3a 3TON0 BO MHOIMMNX
rocygapcrteax oo CuUX rnop He rnpornncaHo npo HMUX B 3aKOHax.

B Poccum e oHU OYHKUMOHUPYIOT 1 O HUX Y»Ke NMPOnmncaHo B 3aKOHe, rae ux
pas3aensoT Ha HECKONBbKO BUAOB - aHOHUMHbIE U He aHOHUMHbIe. PasHuua B ToM, YTO
aHOHVMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NpoBoauTL onepaummn 6es
naeHTUUKaLUMM Nonb3oBaTens, a B HeaHOHUMHbIX UAEHTUdUKaLUK Nonb3oBaTens
aBnsAeTcs 06a3aTenbHOMN.

Takke crnegyeT pasnuyaTth ANEKTPOHHbIE hUaTHbIE AeHbIM (PaBHbI FOCY4apCTBEHHbIM
BasitoTam) 1 3NeKTPOHHbIE HemnaTHble OEHbIN (HE paBHbI FTOCYAapPCTBEHHbLIM
BasntoTam).

OcHOBHble coBeTbl No GesonacHol paboTe ¢ 3NEeKTPOHHbLIMU AeHbramu:

1. MpuBsKM K cHETY MOBUITBbHBIN TenedOoH. 3TO caMbi YO0OHbIN 1 BbICTPbIN CNOCO0
BOCCTaAHOBWUTb OCTYN K cHeTy. [1pMBsA3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOM
nraTexXHbl Naponb Uy 3angellb Ha CanT C HE3HAaKOMOrO YCTPOUCTBA;

2. cnonb3yn ogHopasosble naponu. lNocne nepexoaa Ha yCUIIEHHY0 aBTopu3aumio
Tebe yxxe He ByaeT yrpoxkaTb ONACHOCTb KpaXu UnNun nepexasarta nNnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpecTtynHukam 6yaeTt He NPOCTO yragaTh CHOXHbIN
naposnb. HagexHble naponvM — 3TO Naposn, KOTopble coaepXXaT He MeHee 8 3HaKOB U
BKNtOYatoT B ceba CTPOYHbIE U NPONUCHbIE BYKBbI, LMPLI N HECKOSBKO CUMBOJSIOB,
Takue Kak 3Hak gonnapa, oyHTa, BocknmuaTenbHbl 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW NUYHbIE JaHHbIE HA canTax, KOTOPbIM He AoBepsieLlb.
OrneKTpoHHas NoHTa

ONEeKTPOHHAasi NoYTa — 3TO TEXHOMNOMMNA U NpeocTaBnseMble et YCyr no nepecobinke
N NONYYEHNIO ANEKTPOHHbBIX COOBLLEHNI, KOTOPble pacnpenensatoTcs B KOMMbIOTEPHOM
ceTn. OBbIYHO ANEKTPOHHbIV MOYTOBBIN ALWMK BbIMAANT CrieayoLwmnm obpasom:
UMS_nonb3oBaTensa@uMs_aomMeHa. Takke KpoMe nepegayv npocToro TekcTa, umeeTcs
BO3MOXHOCTb nepenasaTtb pansbl.

OcHoBHble coBEeTbI NO Ge3onacHon paboTe C 3NEKTPOHHON NOYTON:

1. Hapo BbIGpaTb NpaBubHbIA NOYTOBLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHbIV BLIOOP
BGecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSTb TEM, KOro 3Haellb U KTO
nepBbi B PENTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NNYHYI0 MHGopMauuio. Hanpumep, nyywe BbibpaTtb
«My3blkanbHbIi_haHat@» unm «pok2013» BmecTo «Temal3y;

3. Vicnonb3yn OBYyX3aTanHylo aBTopm3aumio. 3TO Koraa NnOMMMO Naposs HYy>XKHO BBOAUTb
Kod, npucbinaembin no SMS;

4. BbiGepu CnoxHbIv Napornb. [ns Kaxgoro noY4ToBOro fAuimka OmKeH ObiTb CBOW
HaZdEeXHbIN, YCTOMYMBLIN K B3NTIOMY Naporsib;



5. Ecnun ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NINYHbBIN BOMpoOcC, VICI'IOJ'Ib3yl7I Ty
BO3MOXXHOCTb,

6. cnonb3yn HeCKOMNbKO MOYTOBbLIX ALWMKOB. [NepBbI 45151 YACTHOW Nepenuckn ¢
agpecaTtamu, KOTOpbIM Thbl oBepsiellb. OTO 3AMEKTPOHHbIV agpec He Haao
Ncnonb3oBaTh Npu perucTpaumm Ha popymax u cantax;

7. He oTkpbiBan chanrnbl U Apyrve BIIOXEHUS B MMCbMax Aaxke ecrnv OHW MpuLnn oT
TBOUX Apy3en. Jlydlue yTOYHN Y HUX, OTNPaBnsAny N oHn Tebe 3Tn annsl,

8. MNMocne okoHYaHUs paboTbl HA MOYTOBOM CepBUCE Nepes 3aKkpbITUeM BKNaAKM C
canToM He 3abyab HaxaTtb Ha «BbinTny.

KnbepbynnuHr nnu BupTyansHoe u3gesaTeribCTBO

KnbepbynnuHr — npecnegoBaHme CoobLLEHNSIMN, COAEPXKaLLMMN OCKOPBeHus,
arpeccuio, 3anyrmpaHue; XynuraHcTeo; coumanbHoe BOMKOTUPOBaHME C MOMOLLbIO
PasnnUYHbIX UHTEPHET-CEPBUICOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kKnbepbynnMHrom:

1. He Gpocaricsa B 6on. Jlydwmnm cnocob: nocoBeToBaThCs Kak cebsi BECTU U, ecnu HET
TOro, K KOMy MOXHO 0BpaTuTbCs, TO BHavane ycnokonTtbca. Ecnum Tbl HauHelwb
oTBeYaTb OCKOPONEeHnAMM Ha 0cKopOneHNs, TO TONbKO elle 6onblLie pasoxkeLllb
KOHIINKT;

2. Ynpasnsan csoen knbeppenytaumen;

3. AHOHMMHOCTb B ceTu MHUMas. CyLLecTBYIOT CNOCOObI BbISCHUTL, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;

4. He cTouT BECTU XyNUraHckui obpas BUpTyanbHOM XN3HU. VIHTEpPHET douKkcmpyeT Bce
TBOM AENCTBUS U COXpaHSET nx. Yoanutb nx byaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBon BUPTYarnbHYH YeCcTb CMOSIoAY;

6. UrHopupyn eamHnyHbIn Heratme. OQHOpPa30BbLIe OCKOPOUTENbHbIE COOBLLIEHUS
nyywe urHopmpoBaTtb. OBbIYHO arpeccusi NpekpaLLlaeTcs Ha HavanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMU COOBLLEHNSIMU, B
coumanbHbIX CETSAX €CTb BO3MOXHOCTb BIOKMPOBKM OTNPaBKN COOBLLEHNI C
onpegerneHHbIX agpecos;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBon AeNCTBUS: BbICTYNUTb NPOTUB
npecregosaTens, NokasaTb eMy, YTO ero JeNCTBUA OLLEHNBAKOTCH HEraTUBHO,
nogaepxaTb XepTBY, KOTOPOM HY)XXHa NCMxosornyeckas NoMoLLlb, COOBLNTL B3POCHbIM
0 haKTe arpeCcCMBHOro NOBEOEHNSA B CETU.

Mo6unbHbIM TeNnegoH

CoBpeMeHHble cMapTdOHbI M NaHLWeTbl coaepxaT B cebe BnosiHe B3pOChbii
byHKUMOHAT, 1 Tenepb OHU MOTYT KOHKYPMPOBaTb CO CTalMOHapPHLIMU KOMMNbIOTEPaMM.
OpHako, cpeAcTB 3alUmTbl ANs NoA0OHbLIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
N MOWUCK YSI3BMMOCTEW B HUX NMPOUCXOAMUT He Tak MHTEeHCMBHO, kak ans MK, To e camoe
KacaeTcs U MOBUINbHbLIX NPUMOXEHUIA.

CoBpeMeHHble MOBUnbHbIE Bpay3epbl y>Ke NPaKTUYEeCKN JOrHaNM HacTomNbHbIEe
aHanoru, ogHako pacwmpeHve yHKLMoHana BneveT 3a cobom 60nbLUY0 CIOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTb.



[laneko He Bce npon3soanTesn BblMyCKarkoT oBGHOBMNEHNS, 3aKpbliBawoLne KpUtTn4eckmne
yA3BUMOCTU ONA CBOUX yCTpOVICTB.

OcHoBHble coBeTbl Ana 6e3onacHOCT MOBUIBHOO Teﬂe(bOHaZ

1. Huyero He siBnsieTcst no-HacToswemy 6ecnnaTtHeiM. Byab ocTopoxeH, Beab koraa
Tebe npegnaratoT 6ecnnaTtHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO MaTHbIe
ycnyru;

2. Ayman, npexae yem otnpasuts SMS, ¢oTo nnmn Bugeo. Tbl TOYHO 3HaeLb, IAe OHU
OyayT B KOHEYHOM uTore?

3. Heobxoanmo oOHOBNATE ONepauUmoHHY0 CUCTEMY TBOEro CMapT(oHa;
4. N\cnonb3yn aHTUBUPYCHbIE NPOrpaMmbl 4511 MOOUIbHbIX TeNedOoHOB;

5. He 3arpy>|<al71 NPUNIoXKeHnAa OT HeEN3BECTHOIO NCTOYHUKA, BElb OHM MOTYT coAepXaTb
BpeaoHOCHOe nporpaMmmHoe obecneyeHue;

6. Mocne Toro Kak Tbl BblNAELb C canTa, rae BBOAWUI NNYHY0 MHAOPMaLUNIo, 3anan B
HacTponkn bpaysepa un yganu cookies;

7. I'Iepmop,mquKM I'IpOBGpFIVI KaKue niatHble YCIyrn aktTuBUpoBaHbl HA TBOEM HOMEPE;

8. [laBaii cBoi HOMep MOGUBLHOro TenedoHa TONbKO MOAAM, KOTOPbIX Thl 3HAELLb U
KOMY [lOBepsieLLb;

9. Bluetooth gormkeH 6bITb BbIKIHOYEH, KOrAa Thl UM He nonb3yellbes. He 3abbiBan
nHorga npoBepsATb 3TO.

Online urpbl

CoBpeMeHHble OHMAaNH-UrPbl - 3TO KPACOYHbIE, 3axBaTbiBalOLNE pa3BreyeHns,
o6beanHALWME COTHU ThICAY YENOBEK N0 BCeMy MUpY. VIrpoku nccneayot AaHHbIA UM
Mup, obLLaoTCa Apyr C OPYroMm, BbIMOMHSAIT 3a4aHuUs, CpaXkatoTcs C MOHCTpamMu u
nony4atoT onbIT. 3a yA0BONBLCTBME OHU NNATAT: NMOKYNakT AUCK, OnfavymBaoT
aboHeMeHT nnun NnpuobpeTaroT Kakme-TO Onunn.

Bce aTu cpeacTtBa nayT Ha nogaepkaHue v pasBuTUE Urpbl, a TakKe Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCSA CUCTEMbI aBTOPU3aLMK, BbIMyCKaOTCA HOBbIE NaTym
(umdbpoBble 3annaTku Ans NporpaMm), 3akpbiBaTCA YSA3BUMOCTU CEPBEPOB.

B nogo6HbIX nrpax cTouMT onacaTbCsi HE CTOSIbKO CBOMX COMEPHMKOB, CKOSTbKO KpaXku
TBOEro Mapornsi, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aummn 60NbLLUNMHCTBA Urp.

OcHoBHble coBeTbl No 6e3o0nacHOCTM TBOEro MrpoOBOIro akKkayHTa:

1. Ecnn gpyron nrpok Beget cebs nnoxo unu cosgaet tebe HeENPUATHOCTM, 3abnoKupymn
€ro B CMUCKe UIPOKOB;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha NOXoe NoBedeHne 3TOro Urpoka,
XenaTtenbHO NPUNOXNUTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbIBan nnyHy0 nHdopmarmio B npodansie nrpbl;
4. YBaxan gpyrnx y4acTHUKOB MO urpe;
5. He ycTtaHaBnuBaun HeodmumanbHble NaTin n Moabl;

6. Nlcnonb3yn CnoXxHble 1 pasHble naponu;



7. Jaxe BO BpeMA Urpbl HE CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOW
KOMIMbKOTEP MOIYyT 3apa3nTb.

OULWINHT UnNun Kpaika JINYHbIX OaHHbIX

Ob6bl4HOM Kpa>|<el7| AeHer n JOKyMeHTOB cerogH4 y>e HUKOro He yameullb, HO C
pa3BuTneEM VIHTepHeT-TeXHOJ'IOFI/II7I 3JIOYMbILWWNEHHUKN NepeMeCcTUIMMCb B UHTEPHET, U
npoaoJnKakT 3aHNMaTbCA «NOOUMBIMY AenoMm.

Tak nosiBUniacb HoBas yrposa: UHTePHEeT-MOLUEHHUYECTBA NN OULLNHT, rMaBHas Lenb
KOTOPOro COCTOUT B NOJSTy4eHUN KOHpmaeHUManbHbIX aHHbIX Nofb3oBaTtenen —
NornHoB 1 napornen. Ha aHrnunckom a3bike phishing yntaetca kak omwmHr (ot fishing
— pblbHas noens, password — naporsb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cnean 3a cBoMM aKKayHTOM. Ecnu Tbl nogos3peBaellb, YTO TBOA aHKETAa Obina
B3rioMaHa, To Heobxoanmo 3a6J'IOKI/IpOBaTb ee n coobwmTtb agMUHUCTpaTopam pecypca
06 3TOM Kak MOXHO CKopee;

2. cnonb3yn 6e3onacHbie Be6-canTbl, B TOM YnUCe, MIHTEPHET-MarasvHoB U
MOWCKOBBLIX CUCTEM;

3. Vicnonbayit crnoxHble 1 pa3Hble naponu. Takum o6pasom, ecnv Tebs B3nomatoT, To
3MNOYMbILUTNIEHHMKI NOMyYaT AOCTYN TOMbKO K 0AHOMY TBOEMY NPOUIIO B CETK, 8 He KO
BCEM,;

4. Ecnn Tebs B3nomanu, To HeobxoanMo npeaynpeanTb BCEX CBOUX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsaX, O TOM, YTO Tebsa B3fiomanu U, BO3MOXHO, OT
TBOEro UMeHu ByaeT paccbinaTbCs Cnam U CCbifkM Ha OULLIMHIOBbIE CalTbl;

5. YcraHoBu HagexHbii naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTKpbiBan gansnbl 1 gpyrne BrIOXEHUS B MMCbMaXx Oaxe eCcrivi OHWU NpuLnmn ot
TBOMX ApYy3eNn. Jlyylle yTOUHM Yy HUX, OTAPaBASANN N OHKN Tebe 3Tn dhannbl.

Lindposas penyTtaumsa

LindpoBas penyTtaumsa - 3To HeraTMBHasa unm no3nTmBHas nHdopmMauus B cetu o Tebe.
KomnpomeTupytowas nHgpopmaumns pasmeLleHHas B UHTEPHETE MOXET CEPbe3HbIM
obpa3om OTpasnTbLCH Ha TBOEW peanbHOM Xn3HW. «LlndpoBas penytaumns» - 3TO TBOW
UMUK, KOTOPbIM dhopMUpyeTcsa n3 nHdopmauum o Tebe B UHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE MONOXEHNE, 0COBEHHOCTH
XapakTepa 1 pacckasbl 0 6nM3KkMX - Bce 3TO HakannmBaeTcs B CETU.

MHorne noapoCTKM NErkoMbICAIEHHO OTHOCATCA K Ny6rvkaumm nuyHon nHgopmaumm B
NHTepHeTe, He NOHMMasa BO3MOXHbIX NOCNeACTBUNA. Thl JaXe He CMOXeLUb AorafaTbCs
0 TOM, YTO (poTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPMYMHON oTKasa NPUHATb
Teba Ha paborTy.

KommeHTapun, pasmeLleHne TBomnx ootorpadouin n gpyrme 4ENCTBUA MOTyT He
NCYE3HYTb Aaxke nocrie Toro, Kak Tbl UX yaanuib. Tbl HE 3HaELLb, KTO COXpPaHUn aTy
WMHopMauuio, nonana fin oHa B NOMCKOBbIE CUCTEMbI U COXpaHWUach 1 oHa, a
rmaBHoOE: YTO NogymatoT o Tebe okpyxatoLiee Naum, KoTopble HauayT U YBUAST 3TO.
HanTtu nigopmaumio MHOro neT CrnycTs CMOXeT NoBOoK - Kak 13 4obpbix NobyxaeHUn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpea. OTO MOXET BbITb KTO YyrogHo.



OCHOBHble CcoBeTbl MO 3aLuMTe LMdPoBON penyTaumm:

1. Moayman, npexae 4Yem 4To-To NybGrnmnkoBaTtb U nepegaBath y cebs B 6nore unm B
coLuanbHON CeTu;

2. B HacTpovkax Nnpodusis yCTaHOBU OrpaHUYeHnst Ha NPOCMOTP TBOEro nNpodunsa n ero
COOEePXMMOro, caenamn ero TosbKo «4nga apysemny»;

3. He pa3melwyan 1 He ykasbiBa MHpopMaLmo, KOTopast MOXeT KOro-rimbo ockopbnste
nnm obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLIKONbHUKW- aKTUBHbIE MONb3oBaTeny LMGpPoBOro NpocTpaHcTaa.
OpHako ganeko He BCe 3Hat0T, YTO NoMb30BaHWE MHOMMU BO3MOXHOCTAMMU LIMdPOBOro
Mupa TpebyeT cobnoaeHns NpaB Ha UHTENMEKTyanbHy0 COBCTBEHHOCTb.

TepMI/IH «UNHTENNEeKTyalbHas CODOCTBEHHOCTb» OTHOCUTCS K pPa3siIndHbIM TBOPEHUNAM
yerioBe4yecKkoro yma, Ha4ynHasa ¢ HOBbIX M306peTeHI/IIZ N 3HaKkoB, 0603HaYaOLLNX
COBCTBEHHOCTb Ha npoAyKTbl N yCInyrn , U 3akaH4nBad KHUramm, (bOTOFpa(bI/IFIMI/I,
KI/IHOCbI/IJ'IbMaMI/I N My3blKalribHbIMU NPON3BEAEHUAMN.

ABTOpCKME npaBa - 3TO NpaBa Ha UHTENNEKTyarbHY0 COOCTBEHHOCTbL HAa NPOU3BeaEHUS
HayKu, nnTepaTtypbl 1 UCKycCTBa. ABTOPCKME NpaBa BbICTYMNatT B KAYECTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKU TPy aBTOpa He ByaeT HanpacHbIM, JacT eMy
cnpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTatax CBOero Tpyaa, nonyynTb
N3BECTHOCTb U Npu3HaHue. HMKTo 6e3 paspelleHuns aBTopa He MOXET BOCNPOU3BOAUTL
ero npovsBeeHne, pacnpoCcTpaHaTb, NyGNnMYHO 4EMOHCTPMPOBATL, NPOAaBaTh,
UMMNOPTMPOBATb, NyCcKaTb B NpoKaT, NyBAMYHO UCNOSTHATL, NOKa3bIBaTb/UCMNONHATL B
acdmpe nnn pasmeLwaTtb B VIHTepHeTe.

Mcnonb3oBaHne «NMpaTckoro» nNporpaMmMHoro obecneyeHnss MoXxeT NPUBECTU K MHOTUM
puckam: OT NoTepu AaHHbIX K TBOMM akkayHTam A0 OMOKMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOBMEHHbIN He neranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO
CyLLEeCTBYET NneranbHble U 6ecnnaTHble NporpamMmbl, KOTOPbIE MOXHO HaWTU B CETW.

O noprane

CeTeBnYOK.pd - TBOW rMaBHbIN COBETYUNK B CETU. 30€Cb Thl MOXELUb Y3HaTb O

©e30MacHOCTM B CETU NMOHATHBLIM U AOCTYMNHbIM S3bIKOM, @ NP BO3HUKHOBEHUM
KpUTUYEeCKon cutyaumm obpaTtmTbCcs 3a COBETOM. A TakKe NPUHATL ydacTue B

KOHKypcax 1 CTaTb caMblM LNPOBLIM rpaxgaHMHoM!



